Digital Intelligence

DQ Global Standards Report 2019

Common Framework for Digital Literacy, Skills and Readiness

€c,
oy, :
Literacy

Civic Use of Technology

Behav'\oura\ cyber-R
Managemen

anisationa| C
Curity Manage%%irt

Or
Seg

DQInstitute

Leading Digital Education, Culture, and Innovation






Editor: Dr. Yuhyun Park, DQ Institute
Copyright © DQ Institute 2019. All rights reserved.

The Report and an interactive online platform are
available at: https://www.dqginstitute.org/dg-framework

E-mail: contact@dqinstitute.org
Web: www.dqginstitute.org

DQ INSTITUTE TERMS OF USE AND DISCLAIMER

The analysis presented in the DQ Global Standards Report
2019 (the “Report”) is based on a methodology integrat-
ing the methodologies from international organizations,
universities and corporations with proprietary analysis.
The Report presents information that were compiled and/
or collected by the DQ Institute (all information is referred
herein as “Information”). Information in this Report is sub-
ject to change without notice. Other parties may have own-
ership interests in some of the Information contained in this
Report. The DQ Institute in no way represents or warrants
that it owns or controls all rights in all information, and
the DQ Institute will not be liable to users for any claims
brought against users by third parties in connection with
their use of any information. The DQ Institute, its agents,
officers, and employees do not endorse or in any respect
warrant any third-party products or services by virtue of any
information, material, or content referred to or included
in this Report. Users shall not infringe upon the integrity
of the information and in particular shall refrain from any
act of alteration of the information that intentionally af-
fects its nature or accuracy. If the information is materially
transformed by the user, this must be stated explicitly along
with the required source citation. For information compiled
by parties other than the DQ Institute, users must refer to
those parties’ terms of use, in particular concerning the at-
tribution, distribution, and reproduction of the information.
When information for which the DQ Institute is the source
and such information is distributed or reproduced, it must
appear accurately and be attributed to the DQ Institute.
This source attribution requirement is attached to any use
of information, whether obtained directly from the DQ Insti-
tute or from a user. Users who make DQ Institute available
to other users through any type of distribution or download
environment agree to make reasonable efforts to commu-
nicate and promote compliance by their end users with
these terms. Users who intend to sell DQ Institute informa-
tion must first obtain the permission from the DQ Institute
(contact@dginstitute.org).



1Q, EQ, and DQ

Dr. Yuhyun Park
Founder of DQ Institute

What is a human being?

We often say that a human has three components,
the body, mind, and spirit, which constitute a
person’s physical structure and strength, ability to
think and feel, and essential principle activating
and influencing a person, respectively.

History tells us that every industrial revolution
that brings new technological advances has also
produced structural changes in societal and eco-
nomic systems. When a society passes through
a revolution and individuals in the society try to
adapt to a new system, the focus of a human’s
perceived worth shifts as well. What type of humans
can be most successful and prosperous by adapting
into and thriving in a new system? Is it individuals
who are strong in body, mind, or spirit? New forms
of intelligence reflecting the evolving focus of a hu-
man’s worth, have emerged after each industrial
revolution, and have served as a framework for chil-

dren’s education, industry workforce development,
and related government policies.

The First and Second Industrial Revolutions of the
late 18th and late 19th centuries enabled mechani-
cal means of production at mass scale with increas-
ing levels of efficiency. With industrious machines, a
human’s physical skills became less important and
mental strength - knowledge and skills - became a
more valuable trait, thereby changing the focus of
a human’s worth: shifting from body to mind, espe-
cially knowledge. As a result, the concept of intel-
ligence emerged and, in 1912, a German psycholo-
gist, William Stern, developed the concept of IQ, or
“Intelligence Quotient™, as a measure of human
knowledge and “cognitive skills”. Consequently, the
current school-based education system has devel-
oped, with a focus on developing knowledge workers.

The Third Industrial Revolution of the late 20th centu-
ry led to the proliferation of computers and the shift

Figure 1:1Q, EQ, DQ
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This section is a summarized compilation of work by the Founder of the DQ Institute, Dr. Yuhyun Park’, including her article published in the
Huffington Post in August 2016, her speech at TEDxHanRiver’ in South Korea in December 2016. The ideas presented in these concept articles were
further expanded on by The Rt Hon The Lord Mayor of the City of London Alderman, Peter Estlin, who brought historical insights from the Industrial
Revolutions and related human capital development in the United Kingdom as he presented in his speech at the Lord Mayor’s Gresham Lecture in

2019°,
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to a service-based economy. The rise of electronic
devices and the Internet changed how we interact,
work, and play. This evolved society, with its height-
ened complexity, demanded that individuals have
so-called “soft skills” that enable individuals to deal
with multi-layered personal interactions, complex
conflicts, and sophisticated negotiations, thereby
again changing the focus of a human’s worth: from
knowledge to emotions and relationships. In 1964,
Michael Beldoch developed the concept of EQ, or
“Emotional Intelligence Quotient™ that includes em-
pathy, self-awareness, relationship management,
and other soft skills. The EQ concept was later pop-
ularized and acknowledged by business leaders as
a key component of individual skills development
that led to business success beyond IQ alone.

Within the last decade, we have entered the Fourth
Industrial Revolution®, which is bringing togeth-
er digital, physical, biological, and technological
advances in an integrated fashion. Just as the
Second Industrial Revolution triggered the replace-
ment of human physical labor with machines,
the Fourth Industrial Revolution is triggering the
replacement of human mental labor with artificial
intelligence, automation, and other digital innova-
tions. It has been estimated that these technologi-
cal advances will render over 75 million current jobs
obsolete over the next four years while creating 133
million new ones over the same period®. These new
types of jobs will require new skills that allow hu-
mans to productively utilize technology - skills that
go beyond physical, cognitive, and soft skills: “digi-
tal skills”.

Moreover, as Professor Klaus Schwab, the Executive
Chairman of the World Economic Forum, said, the
Fourth Industrial Revolution that brings innova-
tions such as bionic humans, gene alteration tech-
nologies, synthetic biology, and Internet-connected
brains, will challenge us to redefine what being a
human means®.

An important aspect to notice is that the Fourth
Industrial Revolution has also yielded another
shift in the focus of a human’s worth - shifting from
mind, including knowledge, emotions, and relation-
ships, to spirit, including wisdom and values. This

wisdom, together with contextual understanding
and insights, has become more important than
practical knowledge and skills, which can now be
easily aggregated through the Internet. Universal
moral values such as respect, kindness, and com-
passion make humans unique and distinguish-
able from machines. Such wisdom and values
enable individuals to have a strong identity as a
“master of technology” who can fully capitalize on
new technologies, and thrive in this fast-chang-
ing digital age. Individuals with such agency are
encouraged to have agility, adaptability, and
lifelong learning aptitude.

Just as IQ and EQ were born after the 2" and 3™
Industrial Revolutions in the 19" and 20" cen-
turies, respectively, now in the 21st century, we
need a new form of intelligence called DQ or
“Digital Intelligence Quotient”. It is a comprehensive
set of digital competencies rooted in universal mor-
al values for individuals to use, control, and create
technology to advance humanity. DQ aims to ad-
dress the needs of educational systems, industries,
and governments by providing a shared global blue-
print to harness technology for a shared prosperous
future during this 4th Industrial Revolution and far
beyond.

“Our future education and
workforce skilling discussion
should not focus on how to
teach individuals to compete
against machines. Technolo-
gy is only meaningful when it
enhances humanity. A horse is
faster than a human. But we
don’t compete against a horse. We ride a horse. We
should focus on how to ride and drive Al and technol-
ogy, not to run against it.”

- Dr. Yuhyun Park, at the Sustainable Development
Impact Summit 2018, the World Economic Forum

©2019 DQ Institute. All Rights Reserved.
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Digital Intelligence

Common Framework for Digital Literacy, Skills and Readiness

A neutral and impartial platform that aggregates leading ideas,
knowledge and practices around the world

Figure 2: 25 Global Approaches and the DQ Framework
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Executive Summary

SO%

Need for
Global Standards

Urgent need to empower individuals
with a new form of digital competencies
that can help them become ready for
the rapid advance of Al and other digital
technologies in the near future.

Millions of dollars are being invested
in “digital literacy,” “digital skills,” and
“digital readiness” programs across
different sectors and countries.

Nevertheless, such efforts have limited
coordination and are uneven across
covered topics due to the lack of a
globally shared understanding and
framework for digital competencies and
standards.

DQ,

A Common Framework

Digital Intelligence (DQ) is a comprehensive
set of technical, cognitive, meta-cognitive,
and socio-emotional competencies that
are grounded in universal moral values and
that enable individuals to face the challeng-
es and harness the opportunities of digital
life. DQ has three levels, eight areas, and
24 competencies composed of knowledge,
skills, attitudes, and values.

Three Key Characteristics

o All-Embracing Concept:
+ Overarching concept that encompasses
digital literacy, skills, and readiness

« Common language, systemic structure,
and taxonomy created by aggregating
over 25 leading frameworks on digital
competencies worldwide

o Adaptable Framework:

« Systematic structure built on the OECD
Education 2030 Learning Framework that
enables flexible national and organiza-
tional adoption and customization

« Built to enhance global agendas, such
as OECD’s 11 areas of well-being, the
Universal Declaration of Human Rights,
and UN’s Sustainable Development Goals

o Agile Evolution:
« Continuously aggregating knowledge
and best practices from around the world
on digital literacy and skills education,
training and policies to ensure that the
framework remains pedagogically and
technically up-to-date

« DQ online tool serving as a living doc-
ument that enables the DQ Framework to
continuously evolve with feedback and
early detection of new competencies
related to emerging technologies

©2019 DQ Institute. All Rights Reserved.

DQ,
Global Standards

The Coalition for Digital Intelligence
(CDIl), composed of the Organisa-
tion for Economic Co-operation and
Development (OECD), IEEE Standards
Association (IEEE SA), and DQ Institute
in association with the World Econom-
ic Forum (WEF), is a cooperative net-
work of organizations around the world
aiming to improve digital intelligence
by defining global standards of digital
literacy, skills, and readiness by using the
DQ framework and coordinating global
efforts across education and technology
communities through multi-stakeholder
collaboration.

Launched in September 2018, the CDI is
working towards institutionalization of
the DQ Framework. The roles of each part-
ner are defined as follows:

« DQ Institute to head development
and refinement of the DQ Framework.

« |IEEE SA to lead official
standardization of the DQ Framework.

« OECD to engage with global
educational stakeholders for
adoption of the DQ Framework.

« WEF to advance global coordination
while promoting multi-stakeholder
collaborations.

Benefits of Global Standards

« Common framework - including
language, understanding, structure,
and taxonomy as a point of
reference and guiding principle.

+ Quality assurance of digital
intelligence education, training,
assessment, and related policies.



Why Global Standards
for Digital Literacy,
Skills, and Readiness?

In an increasingly technology-oriented society,
digital competencies such as digital literacy, digi-
tal skills, and digital readiness have become core
requirements for the future- and job-readiness
of individuals. The OECD’, the World Economic
Forum (WEF)8, the World Bank®, and the United
Nations® have all identified these competencies as
fundamental for our changing world.

However, compared to the exponential speed of
connectivity and technology advances, implemen-
tation of effective digital competency education,
training programs, and policies occur at a far slower
pace, and this speed gap is increasingly growing.

Such gaps have yielded serious, unintended nega-
tive consequences for individuals as well as for so-
ciety as a whole.

One of the most serious issues is the worldwide,
high prevalence of cyber-risks among children
such as cyberbullying, technology addiction, on-
line grooming, the spread of digital misinformation,
privacy invasion, security threats, and many others.
According to the 2018 DQ Impact Report, more than
50% of 8- to 12-year-old children across 29 countries
have been involved in at least one of the following
cyber-risks: cyberbullying, video game addiction,
offline meetings, and online sexual behavior*2. This
report addressed the imperative to equip children
with a holistic set of digital life skills to become eth-
ical and discerning digital citizens who can proac-

tively mitigate various cyber-risks, while maximizing
the potential of technology.

On the other hand, the WEF’s 2018 Future of Jobs
report® stressed an “upskilling imperative” for
the workforce in an increasingly digitized world.
Without a doubt, a workforce sufficiently equipped
with a comprehensive set of digital competencies
would have a greater chance of standing to gain from
new job opportunities arising from technological ad-
vances.

However, a lack of digital competencies among
adults is another big issue for industries and nations.
A digital skills readiness report published in 2016 by
the UK Science and Technology Committee of the
House of Commons concluded that 23% of the adult
population in the UK lacks basic digital skills, which
cost the national economy an estimated 63 billion
pounds per year in lost GDP - a situation which the
report referred to as a “digital skill crisis”?.

In summary, the digital competencies should
include not only the technical skills one might expect
but also comprehensive competencies that include
digital safety, digital rights, and digital emotional
intelligence. In other words, these competencies
should allow people to not just use a computer or
smartphone, but to deal with the modern social and
economic challenges and demands resulting from
technological advances.

©2019 DQ Institute. All Rights Reserved.



Moreover, for communities already at the margins
of society, the question of how digital inclusion and
upskilling should be addressed cannot be underes-
timated. Evidence of an ever-widening digital com-
petency gap among people in developing countries,
underprivileged communities of low-socioeconom-
ic status, women, seniors, and/or children changes
the calculus in our understanding of where to chan-
nel resources for skill-building programs and initia-
tives: the socioeconomic and political implications
of escalating economic and social inequalities are
huge. Here, the imperative is immediate and re-
quires scalable and sustainable efforts.

In order to address these digital competency gaps,
today, governments, companies, and organizations
are spending millions of dollars on digital compe-
tency education, and training. However, at present,
there is no shared, global understanding of what
terms such as “digital literacy,” “digital skills,” and
“digital readiness” mean. Across sectors, for exam-
ple, “digital skills,” “digital literacy”, “digital read-
iness”, and “digital competency” are used inter-
changeably: technology developers often use the
term “digital skills,” where “skill” is a component of
a “competency” used by educators and academia.
In contrast, the term “digital literacy” as commonly
used by the education community is categorized as
one of many “skills” in the industry community.

This leads to the use of different—but overlap-
ping—terminologies and initiatives across different
sectors, communities, and nations. This predica-
ment leads to current efforts lacking coordination,
scalability, and comprehensive scope. At present,
addressing how to sustain and improve best practic-
es is difficult, if not impossible.

Moreover, it also makes meaningful monitoring
and reporting difficult. In the absence of a common

understanding of digital competencies including
digital literacy, skills and readiness, we leave our-
selves unequipped not only to understand the cur-
rent progress of digital competency movements
in the world today, but also to grapple with what
forms of digital competency should be taught and
to whom.

For the world to build comprehensive digital com-
petencies with speed, scalability, and sustainability,
there is an urgent need for effective coordination
and consensus towards building a common frame-
work with a set of definitions, structure, and taxon-
omy.

To address these needs, the Coalition for Digital
Intelligence (CDI), a platform created in association
with the World Economic Forum (WEF) and formed
jointly by the DQ Institute, Organization for Eco-
nomic Co-operation and Development (OECD), and
IEEE Standards Association (IEEE), was started on
26 September 2018 with the aim of establishing a
global, common language and set of norms around
digital competencies, and coordinating global
actions®.

As part of its efforts, this 2019 DQ Global Standards
Report is the first attempt to define the DQ frame-
work as the common framework of digital literacy,
skills, and readiness that can be globally used as
a reference framework across the education and
technology sectors. Subsequently, the DQ Global
Standards Report will be published on an annual
basis with updated framework based on new knowl-
edge, best practices, and feedback that is aggregat-
ed through the CDI network while staying attuned to
new technology advances.




Digital Intelligence
(DQ) Framework

Background

The DQ framework was created by Dr. Yuhyun Park
and developed through an academically rigorous pro-
cess by her research team based at various universi-
ties including Nanyang Technological University, the
National Institute of Education in Singapore, lowa State
University and many others. She first published the DQ
concept and structure in two articles®®** published by
the World Economic Forum in 2016. Since then, the DQ
framework have been widely used by various organi-
zations including international organizations, local
and national governments, industries, and schools.
Moreover, The #DQEveryChild initiative, a global
education movement seeking to empower “every”
child worldwide with DQ digital citizenship, has been
reached to children across 107 countries in collabora-
tion with the World Economic Forum, Singtel, Turkcell,
and Twitter among over 100 partners from around the
world.

The DQ framework was later identified as a best prac-
tice to be used as global industry standards for digital
skills by the IEEE Digital Literacy Industry Connections
Program. It was subsequently agreed to be used as a
common framework for digital literacy, skills, and read-
iness by the Coalition for Digital Intelligence. In 2019,
the DQ framework was updated as part of a collabo-
ration with the OECD Education 2030 Framework and
including refinement based on learning from the best
practices of 25 leading global approaches in digital
competencies worldwide.

©2019 DQ Institute. All Rights Reserved.
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Definition

Digital Intelligence (DQ) is a comprehensive set of technical, cognitive, meta-cognitive, and socio-emotional
competencies grounded in universal moral values that enable individuals to face the challenges of digital life
and adapt to its demands. Thus, individuals equipped with DQ become wise, competent, and future-ready
digital citizens who successfully use, control, and create technology to enhance humanity.

Figure 3: 2019 Digital Intelligence (DQ) Framework
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Characteristics
° All-embracing

A. Overarching Concept

DQ has been conceptualized as an umbrella term for
organizing “digital skills,” “digital literacy,” and “dig-
ital readiness” across all sectors and demographic
groups. This allows the concept to bring together
the educational agendas of “digital literacy” with
industry efforts to develop “digital skills” that en-
compass a broad range of competencies: digital cit-
izenship, digital resilience, media and information
literacy, job readiness, entrepreneurship, and more.

B. Aggregating Leading Frameworks

With this overarching concept, the DQ Framework
aggregates 25 leading frameworks on digital litera-
cy and skills from around the world. The identified
competencies were mapped against the existing DQ
Framework and contributed to the development of

the updated DQ Framework’s resulting definition,
understanding, and taxonomy.

“The concept of DQ provides a universal standard
from which a more comprehensive understanding
of the need for digital skills can be developed. This
allowed us to build on existing initiatives and set
out the actions we need to take. As a framework,
DQ provides a basis for measurement and compari-
son, in the same way as IQ has been used until now.”

- The Rt Hon the Lord Mayor of the City of London
Alderman Peter Estlin

©2019 DQ Institute. All Rights Reserved.
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a Adaptable Framework

The DQ Framework offers a holistic set of digital
competencies with a systematic structure as a refer-
ence framework. The aim is to enable any organiza-
tion to adopt the DQ Framework, and to be able to
practically tailor the framework to meet their needs.
Any government, company, or school can easily
adopt the DQ Framework and customize it to their
own needs based on their educational aims and
cultural background.

Systemic Structure

Figure 4: Structure of the DQ Framework
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els” of maturity—Digital Citizenship, Digital Creativ-
ity, and Digital Competitiveness—allowing learning
to proceed based on what may be most relevant to
an individual’s life at the present moment. In total,
this creates an eight-by-three matrix of 24 compe-
tencies. Furthermore, guided by the structure of the
OECD Education 2030 Learning Framework, each of
these 24 competencies can be differentiated by a
selection of knowledge, skills, attitudes, and values.

This approach aligns well with the OECD Education
2030 Learning Framework, the UN Sustainable De-
velopment Goals (SDGs), Universal Declaration of
Human Rights, and the OECD Well-Being Indicators.
Essentially, the goal is to inculcate digital intelli-
gencein individuals, enabling them to move beyond
just hard skills and harness the power of the digital
world to shape their lives. These competencies are
learnable, and once learned can help to maximize
the benefits of technologies while minimizing the
harms, both in our personal and work lives.

Figure 5: The DQ Framework in alignment with
the OECD Education 2030 Framework and UN SDGs
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The DQ Framework is structured around two cate-
gories: “areas” and “levels” of digital intelligence.
Eight broad areas of one’s digital life have been
identified: Digital Identity, Digital Use, Digital Safe-
ty, Digital Security, Digital Emotional Intelligence,
Digital Communication, Digital Literacy, and Digital
Rights. The competencies within these eight areas
can be further differentiated by three different “lev-

e Agile Evolution

The DQ Framework has been designed to continu-
ously update and evolve through further knowledge
aggregation and feedback.

It will continuously aggregate knowledge and best
practices from around the world on digital literacy
and skills education, training, and policies to en-
sure that the framework remains pedagogically and
technically up-to-date.

Moreover, the DQ online tool will serve as a living
document that enables the DQ Framework to con-
tinuously evolve with real-time feedback and ear-
ly detection of new competencies by proactively
mapping existing and new digital literacy and skills
frameworks, educational and training programs,
and policies against the DQ framework.

©2019 DQ Institute. All Rights Reserved.
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Structure and Taxonomy

Eight DQ Areas

Figure 6: Eight DQ Areas
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As described above, DQ is a new form of intelligence
which is a comprehensive set of technical, cognitive,
meta-cognitive, and socio-emotional competencies
grounded in universal moral values that enable indi-
viduals to adapt to the demands of digital life.

DQ aims to cover all areas of individuals’ digital
life that range from personal and social identities
of individuals to their use of technology including
device and media, their online communication and
collaboration at work or at leisure, their practi-
cal, operational and technical capabilities that are
critical for daily digital lives and professional ca-
reers, potential safety and security issues related to
technology, emotional and relational aspects and
human rights in the digital age. Moreover, with “re-
spect” being a fundamental moral principle of the
Universal Declaration of Human Rights (UDHR), the
guiding principles of an individual’s digital life are:
respect for human rights, dignity, and worth of the
person in all area of their digital life.

This approach results in the following 8 areas:

Digital Identity, Digital Use, Digital Safety, Digital
Security, Digital Emotional Intelligence, Digital
Communication, Digital Literacy, and Digital Rights,
and Table 1 summarizes each of the eight areas of
DQ, its definition, and its guiding principles.

Table 1: 8 Areas of DQ

O 0O 00 6 O

N

Digital Identity

The ability to build a wholesome
online and offline identity.
Guiding Principle: Respect for oneself

Digital Use

The ability to use technology in a
balanced, healthy, and civic way.
Guiding Principle: Respect for time and
the environment

Digital Safety

The ability to understand, mitigate and
manage various cyber-risks through safe,
responsible, and ethical use of technology.
Guiding Principle: Respect for life

Digital Security

The ability to detect, avoid, and manage
different levels of cyber threats to protect
data, devices, networks, and systems.
Guiding Principle: Respect for property

Digital Emotional Intelligence
The ability to recognize, navigate, and
express emotions in one’s digital intra-
and inter-personal interactions.
Guiding Principle: Respect for others

Digital Communication

The ability to communicate and
collaborate with others using technology.
Guiding Principle: Respect for reputation
and relationships

Digital Literacy

The ability to find, read, evaluate,
synthesize, create, adapt, and share
information, media, and technology.
Guiding Principle: Respect for knowledge

Digital Rights

The ability to understand and uphold
human rights and legal rights when
using technology.

Guiding Principle: Respect for rights

/
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Three DQ Levels

Individuals can develop a deeper understanding
and mastery of digital competencies, as well as
progress their digital daily life, job, and professional
careers throughout their lifetimes. Thus, DQ can be
divided into three distinct levels (Table 2).

Digital Citizenship is a set of fundamental digital
life skills that everyone needs to have. We suggest
that such educational opportunities should be free
and compulsory, especially at early stages as basic
human rights for individuals in the digital age.
Digital Creativity cover more advanced compe-
tencies of digital literacy, skills, and readiness as
individuals become active members of the digi-
tal ecosystem and create economical and societal
values through their participation, creation, and
innovation. Moreover, Digital Competitiveness is a
higher-order capability for individuals to perform
effectively as members of the digital economy who
fuel entrepreneurship, create jobs, produce social
impact, and spur economic growth.

24 DQ Competencies

With three levels of DQ across eight areas, the following 24 competencies (Table 3) have been identified based

Table 2: 3 Levels of DQ

-

~

Digital Citizenship

The ability to use digital technology
and media in safe, responsible, and
ethical ways.

Digital Creativity

The ability to become a part of the
digital ecosystem, and to create new
knowledge, technologies, and content
to turn ideas into reality.

Digital Competitiveness

The ability to solve global challenges,
to innovate, and to create new
opportunities in the digital economy
by driving entrepreneurship, jobs,
growth and impact.

/

on aggregation of 25 existing frameworks. Details of these frameworks can be found in Appendix 1.

Table 3: 24 DQ Competencies

Digital Digital Digital Digital |g|_tal Digital Digital
5 . Emotional D s
Identity Use Safety Security . Communication Literacy
Intelligence
. 1 2 3 4 5 6 7 8
. I?Igltal . Digital Balanced Behavioral Personal Digital Digital Media and Privacy
Citizenship Citizen Use of Cyber-Risk Cyber Empathy Footprint Information Management
Identity Technology Management Security Management Literacy
Management
R
. . 9 10 11 12 13 14 15 16
Digital - ;
. . Digital Healthy Content Network Self-Awareness ~ Online Content Intellectual
Creativity Co-Creator Use of Cyber-Risk Security and Communication Creation and Property
Identity Technology Management Management Management and Computational  Rights
Collaboration Literacy Management
&
L. 17 18 19 20 21 22 23 24
Dlg.lt_al Digital Civic Use of Commercialand  Organizational Relationship Public Data and Participatory
Competitiveness  changemaker  Technology Community Cyber Security ~ Management and Mass Al Literacy Rights
Identity Cyber-Risk Management Communication Management
Management

o—

[
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1. Digital Citizen Identity: The ability to build and manage a healthy identity as a digital
citizen with integrity.

2. Balanced Use of Technology: The ability to manage one’s life both online and offline
in a balanced way by exercising self-control to manage screen time, multitasking, and
one’s engagement with digital media and devices.

3. Behavioral Cyber-Risk Management: The ability to identify, mitigate, and manage
cyber-risks (e.g., cyberbullying, harassment, and stalking) that relate to personal
online behaviors.

4. Personal Cyber Security Management: The ability to detect cyber threats
(e.g., hacking, scams, and malware) against personal data and device, and to use
suitable security strategies and protection tools.

5. Digital Empathy: The ability to be aware of, be sensitive to, and be supportive of one’s
own and other’s feelings, needs and concerns online.

6. Digital Footprint Management: The ability to understand the nature of digital
footprints and their real-life consequences, to manage them responsibly, and to ac-
tively build a positive digital reputation.

Media and Information Literacy: The ability to find, organize, analyze, and evaluate
media and information with critical reasoning.

8. Privacy Management: The ability to handle with discretion all personal information
shared online to protect one’s and others’ privacy.

9. Digital Co-Creator Identity: The ability to identify and develop oneself as a co-creator
of the digital ecosystem.

10. Healthy Use of Technology: The ability to understand the benefits and harms of tech-
nology on one’s mental and physical health and to use technology use while prioritiz-
ing health and well-being.

11. Content Cyber-Risk Management: The ability to identify, mitigate, and manage con-
tent cyber-risks online (e.g., harmful user-generated content, racist/hateful content,
image-based abuse).

@000 00 Q0O

12, Network Security Management: The ability to detect, avoid, and manage cyber
threats to cloud-based collaborative digital environments.

(u:]
1

H..
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N,

13.

14.

15.

16.

17.

18.

19.

20.

21.

22

.

23.

24,

Self-Awareness and Management: The ability to recognize and manage how one’s
value system and digital competencies fits with one’s digital environment.

Online Communication and Collaboration: The ability to use technology effectively
to communicate and collaborate collectively, including at a distance.

Content Creation and Computational Literacy: The ability to synthesize, create, and
produce information, media, and technology in an innovative and creative manner.

Intellectual Property Rights Management: The ability to understand and manage
intellectual property rights (e.g., copyrights, trademarks, and patents) when using and
creating content and technology.

Digital Changemaker Identity: The ability to identify and develop oneself as a
competent changemaker in the digital economy.

Civic Use of Technology: The ability to engage in civic participation for the well-being
and growth of local, national, and global communities using technology.

Commercial and Community Cyber-Risk Management: The ability to identify,
mitigate, and manage commercial or community cyber-risks online, such as
organizational attempts to exploit individuals financially or through ideological
persuasion (e.g., embedded marketing, online propaganda, and gambling).

Organizational Cyber Security Management: The ability to recognize, plan, and
implement organizational cyber security defenses.

Relationship Management: The ability to skillfully manage one’s online relationships
through cooperation, conflict management, and persuasion.

Public and Mass Communication: The ability to communicate with an online audi-
ence effectively to exchange messages, ideas, and opinions reflecting wider business
or societal discourses.

Data and Al Literacy: The ability to generate, process, analyze, present meaningful in-
formation from data and develop, use, and apply artificial intelligence (Al) and related

algorithmic tools and strategies in order to guide informed, optimized, and contextual-
ly relevant decision-making processes.

Participatory Rights Management: The ability to understand and exercise one’s
powers and right to online participation (e.g., their rights to personal data protection,
freedom of expression, or to be forgotten)

©2019 DQ Institute. All Rights Reserved.
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The OECD Education 2030 suggests that the devel-
opment of a “competency” involves “the mobiliza-
tion of knowledge, skills, attitudes and values to
meet complex demands.”” In other words, individ-
uals need:

~ N
Knowledge
@ disciplinary, epistemic, and
procedural
. J
~ i N
Skills
- a broad range of skills—cognitive,
o social, emotional, practical, physical—

to apply their knowledge in unknown
and evolving circumstances

N J
~ N
Attitudes and Values
attitudes and values that guide how
knowledge and skills are used at per-
sonal, local, societal, and global levels
L to meet challenges and opportunities

Using the OECD Education 2030 Learning Frame-
work (Figure 7) as a compass for building upon he
DQ competencies, each DQ competency can be
further broken down into three components of
knowledge, skills, and attitudes and values. This
section details the 24 DQ Competencies and breaks
down their corresponding components.

Figure 7: OECD Education 2030 Learning Framework

Well-Being 2030
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Source: The Future of Education and Skills, Education 2030, OECD
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Taxonomy of 24 DQ Competencies

Table 4: Components of Digital Citizen Identity

1. Digital Citizen Identity
The ability to build and manage a healthy identity as a digital citizen with integrity.

Taxonomy

Definition

Related Existing
Frameworks*

Knowledge

Individuals understand the basic vocabulary
needed for discussing the media landscapes in
which they are embedded; the social and multi-
cultural nature of digital media and technologies;
the construction of their self-image and personain
the digital environment; and the impact that tech-
nology may have on their self-image and values
(e.g., body images, gender stereotypes that may
be idealized in digital media such as video game
or advertising, and racial stereotypes that may be
embedded in the system), and how personal use
of digital media may have professional implica-
tions.

1,2,3,5,10,16

Skills

Individuals are able to demonstrate ethical and
considerate behavior and netiquette when using
technology across different audiences, to control
andshapetheirowndigitalidentity by creatingand
curating their online identities to tell their stories
while engaging with others from different cultures
and possessing global awareness in a way that
demonstrates non-discriminatory and culturally
sensitive behavior.

1,2,3,5,10, 16,
20, 21,24

Attitudes
and Values

Individuals exhibit coherency and integrity across
online and offline behaviors, honesty when using
technology, and demonstrate self-efficacy by find-
ing ways to take advantage of the opportunities
afforded to them online.

5,21

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 5: Components of Balanced Use of Technology

2, Balanced Use of Technology
The ability to manage one’s life both online and offline in a balanced way by
exercising self-control to manage screen time, multitasking, and one’s

engagement with digital media and devices.

Related Existing

knowledge to deal with these impacts.

Taxonomy Definition Frameworks*
Individuals understand the nature and impact 2,5, 8,20, 21,24
@ of technology use (e.g., excessive screen time,
multi-tasking) on their health, work productivity,
Knowledge well-being, and lifestyles, and have appropriate

Individuals are able to assess health risks and
reduce technology-related issues to better
self-regulate their technology usage; in doing so,
they become able to develop time and resource
management skills to more successfully perform
tasks and more safely enjoy entertainment.

2, 5, 10, 18, 20,
22,24

Attitudes
and Values

By using technology with purpose-driven inten-
tions, individuals exhibit integrity by adhering
to goals in terms of screen time and technology
usage, and develop positive relationships with
others through the self-regulated use of technol-

ogy.

2,8,20,21,24

* An index of the frameworks listed in this column can be found in Appendix 1

©2019 DQ Institute. All Rights Reserved.
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Table 6: Components of Behavioral Cyber-Risk Management

3. Behavioral Cyber-Risk Management
The ability to identify, mitigate, and manage cyber-risks (e.g., cyberbullying,
harassment, and stalking) that relate to personal online behaviors.

Taxonomy

Definition

Related Existing
Frameworks*

&

Knowledge

Individuals understand the different types of
behavioral cyber-risks (e.g., cyberbullying,
harassment, and stalking), how they might
encounter these risks, how these risks might affect
them, and how they can formulate strategies for
dealing with them.

2,3,4,5,8, 12,
20, 21,24

Individuals are able to develop the appropriate
technical, socio-cognitive, communicative, and
decision-making skills to address behavioral
cyber-risk incidents as they occur, whether as a
bystander or victim, and gain valuable coping
tools to address these negative online experienc-
es.

2,3,4,8,10,21,
22,24

Attitudes
and Values

Individuals exhibit kindness when online, know
the supportive framework in place to address
risks, and are able to manage their online behav-
ior as part of contributing to positive and support-
ive online communities.

3,4,8,22

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 7: Components of Personal Cyber Security Management

4, Personal Cyber Security Management
The ability to detect cyber threats (e.g., hacking, scams, and malware) against
personal data and device, and to use suitable security strategies and protection

tools.

Taxonomy

Definition

Related Existing
Frameworks*

Knowledge

Individuals understand their personal online risk
profiles and how to identify different types of cy-
ber threats (e.g., hacking, scams, and malware),
and also identify available strategies and tools
they can use to avoid such threats.

2, 4, 5, 15, 20,
21,22

Individuals are able to identify cyber threats, use
relevant cyber security practices (e.g., secure
passwords, firewalls, and anti-malware applica-
tions), and use technology without compromising
their data and devices.

2,3,4,5,13, 15,
20, 22

Attitudes
and Values

Individuals exhibit resilience and vigilance against
careless or negligent behaviors that may compro-
mise their own or others’ data and device security,
and have confidence about what to do when there
is a problem.

4,5,20,22

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 8: Components of Digital Empathy

5. Digital Empathy
The ability to be aware of, be sensitive to, and be supportive of one’s own and
other’s feelings, needs and concerns online.

Related Existing

Attitudes
and Values

compassion for the feelings, needs, and concerns
of others online.

Taxonomy Definition Frameworks*
Individuals understand how their online interac- 2,5,17,20,24
tions might affect others’ feelings and recognize
how others may be influenced by their online
interactions (e.g., effects of online trolls).

Knowledge
Individuals develop socio-emotional skills by  3,5,10,13,17,
becoming sensitive to and respecting others’  20,21,24
perspectives and emotions through synchronous
and asynchronous interactions online and are
able to regulate and respond accordingly.

Individuals demonstrate an awareness and 17

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 9: Components of Digital Footprint Management

6. Digital Footprint Management

The ability to understand the nature of digital footprints and their real-life
consequences, to manage them responsibly, and to actively build a positive
digital reputation.

Taxonomy

Definition Related Existing

Frameworks*
Individuals understand the concept of digital 2,4,5,19,20,24
@ footprints, the consequences that such trails of
information and corresponding metadata may
Knowledge have on their reputation and others, and the
possible uses of such information when shared
online.
- Individuals are able to manage their digital 4,5,10,21,24
-,(:): footprints and use technology in a manner that
contributes to a positive reputation both for
skills themselves and the organization they belong to.
Individuals exhibit mindful care, prudence and 21,24
responsibility online, with the goal of actively
managing the types of information that may be
Attitud shared, tagged, released, gathered, and collected
thtudes by themselves and others across multiple plat-
and Values

forms throughout time.

* An index of the frameworks listed in this column can be found in Appendix 1

©2019 DQ Institute. All Rights Reserved.

24



Table 10: Components of Media and Information Literacy

7. Media and Information Literacy

The ability to find, organize, analyze, and evaluate media and information with crit
ical reasoning.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand the basic structure of  1,2,13,15,17,
the digital media, how the use of digital media 18, 20,21
influences knowledge and information acquisition
and management, the distinct and varied reasons

Knowledge for the construction of specific media messages,
and the reasons behind campaigns of disinforma-
tion and misinformation online.

Individuals have proficient computer operation 1,2,4,8,11,12,
skills and are able to use productivity software  13,15,18,21
or applications that enable them to gather and

organize digital content. Moreover, individuals are

able to articulate their information and content

needs, effectively navigate, critically evaluate,

and synthesize information and content that they

encounter online.

Individuals are careful and critical of the informa- 1, 2, 12, 15, 17,
@ tion that they encounter when online, exhibiting 20,21
discernmentintheirevaluationofthereliabilityand
Attitudes credibility of online information.
and Values

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 11: Components of Privacy Management

8. Privacy Management

The ability to handle with discretion all personal information shared online to
protect one’s and others’ privacy.

Taxonomy

Definition

Related Existing
Frameworks*

Knowledge

Individuals understand privacy as a human right,
what personal information is, and how it can be
used, stored, processed, and shared in digital
platforms, along with strategies and tools that
help them keep their personal information private
and secure.

2,3,4,8,11,12,
13, 20, 24

Individuals are able to develop behavioral and
technical strategies to limit privacy violations, and
are able to make good decisions around creating
and sharing information and content of their own
as well as that of others’.

3, 4, 8, 10, 11,
13,21,24

Attitudes
and Values

Individuals show respect for their own and other’s
privacy and personal information, treating these
as valuable and personal assets worth protecting.

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 12: Components of Digital Co-Creator Identity

9. Digital Co-Creator Identity
The ability to identify and develop oneself as a co-creator of the digital ecosystem.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand how to keep up with 1,2,9,18,25
advancements in information and communica-
tion technology as well as integrate digital tech-
nologies into their everyday lives in a way that is
complementary and productive rather than
disruptive. In turn, they learn to be open to
experimenting with new technology and when
to reject them. In doing so, they can seek out co-
creation opportunities (e.g., new models of prod-

ucts or services) borne from these technological
progressions in the digital ecosystem.

Knowledge

With a healthy identity as a co-creator of the 1, 5, 16, 17, 18,
digital ecosystem, individuals are able to explore 21,25

and identify present-day problems and issues.

They develop and build higher-order thinking and

reasoning skills that further aid their capacity and

connect with others. In turn, they build on existing

Skills ideas and further co-develop new ideas to solve
them using technology. As lifelong learners, they
continuously learn and generate new ideas to
solve problems efficiently.
Individuals express self-motivation and resource- 2, 9, 16, 17, 18,
@ fulnesswhen usingtechnology—whether by taking 25
initiative or by knowing when and how to deploy
Attitudes and allocate their time, efforts, and resources.
and Values

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 13: Components of Healthy Use of Technology

10. Healthy Use of Technology
The ability to understand the benefits and harms of technology on one’s

mental and physical health and to use technology use while prioritizing health
and well-being.

Related Existing

Taxonomy Definition Frameworks*
Individuals understand the contexts that shape 2,4
discourses about the impact of technology on
their well-being and are able to discern how to
effectively use technology for their own benefit.

Knowledge

- Individuals are able to use technology ergonomi-  4,18,24
-:(:):- cally. Physiological awareness helps users identi-
fy safe, comfortable practices and equipment for
Skills mentally and physically beneficial work process-
es.
Individuals value mental and physical health and 4
@ actively self-regulate their use of technology in a
healthy way.
Attitudes
and Values

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 14: Components of Content Cyber-Risk Management

11. Content Cyber-Risk Management
The ability to identify, mitigate, and manage content cyber-risks online
(e.g., harmful user-generated content, racist/hateful content, image-based abuse).

Related Existing

Taxonomy Definition Frameworks*

Individuals understand content cyber-risks that 4, 8,22

they face online (e.g., harmful user-generated

content such as racist, hateful, discriminatory

content/images, or image-based abuse), and the
Knowledge strategies involved in dealing with them.

Individuals become better equipped to devel- 8,22

op and use conflict management techniques to
mitigate such risks, whether through avoiding
or confronting individuals or groups involved in
the creation of such content, reporting incidents
to platform administrators, or other appropriate
processes.

selves against content that may be hurtful or
derogatory while proactively contributing to a
Attitudes healthy, open, and supportive online community.

@ Individuals exhibit resilience and fortify them- 8,22

and Values

. J

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 15: Components of Network Security Management

12. Network Security Management
The ability to detect, avoid, and manage cyber threats to cloud-based
collaborative digital environments.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand cyber threats specific to 2,5,11,25
cloud networks and collaborative digital environ-
ments that may compromise their data, devices,
and systems, and the options available to them for

Knowledge ensuring appropriate levels of protection, confi-
dentiality, and privacy.

Individuals are able to predict and identify 25

weaknesses and risks in their networks that leave

them vulnerable to possible cyber threats. They

evaluate vulnerabilities, quantify associated risks

(e.g., business loss), employ tools, strategies, and

protocols to ensure and improve the confidential-
JoP ity and security of their collaborative work. Addi-
tionally, they monitor their networks and systems
and implement support systems to allow for opti-
mum productivity and performance. If individuals
belong to an organization, their security tools and
strategies are aligned with their organization’s
security framework, guidelines, and technical
requirements to ensure minimal impact to their
business.

Individuals continuously take the initiative to 25
stay up-to-date about evolving cyber threats, risk
profiles, and network vulnerabilities when using

Attitudes technology.
and Values

Skills

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 16: Components of Self-Awareness and Management

13. Self-Awareness and Management

The ability to recognize and manage how one’s value system and digital
competencies fits with one’s digital environment.

Related Existing

Taxonomy Definition Frameworks*
Individuals understand how their own value 18,21
systems influence and are influenced by their
digital environments, and become equipped to

explain how one’s mood can affect others.
Knowledge

Individuals are able to identify and explain their 16,18,21,25
emotions, reflect on how their feelings may be in-
fluenced by their digital experiences, and manage
their moods and impulses accordingly with active
self-regulation. In addition, they are able to stay
aware of their own level of digital competence and
actively work to manage and update their skillset.
They manage their emotions as well as compe-
tencies to foster cooperation and positive interac-
tions between internal and external stakeholders
in order to fulfill their goals.

Individuals exhibit an awareness of their own 18
moods and are actively able to manage their
impulses accordingly, thereby respecting others
Attitudes during online communication.
and Values

. J

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 17: Components of Online Communication and Collaboration

14. Online Communication and Collaboration

The ability to use technology effectively to communicate and collaborate collec-
tively, including at a distance.

Taxonomy Definition Related Existing
Frameworks*
Individuals understand different types of peer-to-  1,2,3,4.5,9,
peer communication and collaboration strategies, 17,18,19,21,
tools, and formats, and decide which methods 24
are most effective for individual or collaborative
Knowledge goals. In addition, they understand the various so-
cial and market pressures that may encourage or
discourage communication and/or collaboration
across certain groups.
Individuals are able to develop socio-emotional,  1,2,4,5,7.9,
interpersonal, and cognitive skills that support 16,17,18,19,
their communication and collaborative efforts. 21,24, 25
These skills include the capacity to interact and
SR collaborate with an online community of peers
o and experts for the construction and co-creation
o of knowledge. They are also able to leverage on
ills

their technical skills to efficiently exchange ideas
and work together even at a distance through uti-
lizing a variety of different communication chan-
nels.

Attitudes
and Values

Individuals exhibit initiative and positive attitudes
towards technology use that enable and support
collaboration and productivity. They also exhibit
an inclusive attitude that fosters positive collab-
oration culture and teamwork while achieving
organizational goals (e.g., helping others build
positive digital reputations through skill endorse-
ments or reviews).

2,5,17, 18, 25

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 18: Components of Content Creation and Computational Literacy

15. Content Creation and Computational Literacy

The ability to synthesize, create, and produce information, media, and technology
in an innovative and creative manner.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand the theory of digital 1,3,4,5,8,9,
content creation and computational thinking and 11,13,15, 16,
possess algorithmic literacy such as programming 21

and digital modelling.
Knowledge

Individuals are able to conceptualize, build on, ;5 4 5 ¢ 7,
organize, create, adapt, and share knowledge, 3 o 10, 13,15,
digital content, and technology. They access 17, 18, 21,24,
needs, synthesize knowledge and ideas across a 25

variety of disciplines to make decisions and co-

operate with others, identify and use data digital

media tools and technology to solve problems,

and adjust and customize digital environments

to suit personal, organizational, and community

needs. They are able to share information and

knowledge and create and execute plans for the

design of digital creations (e.g., content, software

or hardware) based on needs as well as practical-

ity, efficiency, and functionality. Moreover, they

exhibit computational thinking —selection and

application of algorithms, interpretation of data,

and usage of advanced computational methods

to achieve desired results, tasks and/or address

specific issues or requirements. Furthermore,

they develop applications in line with a specified

design as well as existing development and securi-

ty standards and are able to analyze components

and reuse, improve, reconfigure, add, or integrate

as needed. They also ensure a seamless user

experience of their digital creation by prioritizing

ease of usage, including visual, technical, and

functional elements in the interface design as well

as configuring their end creations to efficiently

deploy releases to different platforms and

operating systems.

Individuals exhibit an active and constant 4,21
@ willingness to engage with evolving and advancing
digital technology, becoming motivated to adopt
Attitudes such advances and learn the skills required for
and Values lifelong learning and their own development.
. J

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 19: Components of Intellectual Property Rights Management

16. Intellectual Property Rights Management

The ability to understand and manage intellectual property rights (e.g., copyrights,
trademarks, and patents) when using and creating content and technology.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand legislation and rights  2,3,9,19, 20,24

around ownership and remixing of digital
creations (e.g., digital rights management tech-
nologies, plagiarism, copyright, fair use, licensing)

and are able to distinguish between creative use

Knowledge -
and appropriation of others’ work.

Individuals distinguish between digital creations 9,19, 20,25
that can be legally downloaded and that which
must be paid for. They utilize strategies (such
as trademarks, creative commons, and copy-
rights) for protecting their own and others’ digital
creations—in addition to content created collabo-
Skills ratively—through a variety of tools and legislation.
Moreover, they track and manage changes in their
digital creations in order to protect their own/or-
ganizational assets from unauthorized change,
use, and deviation.

Individuals build trust, exhibit responsibility, self- 9, 20
@ respect, and respect for others by protecting their
own digital creations and crediting others’ crea-
Attitudes tions when appropriate.
and Values
. W,

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 20: Components of Digital Changemaker Identity

17. Digital Changemaker Identity

The ability to identify and develop oneself as a competent changemaker in the digi
tal economy.

Related Existing

Taxonomy Definition Frameworks*

Individuals understand general and emerging 1,2,4,5,17,18
trends within digital environments, how the use of
technology shapes and is shaped by globalization

and interdependent networks, and the need to
recognize emerging problems that technology can
create and address. They identify and evaluate in-
novative business or social impact opportunities
Knowledge provided by new technology advances.

Individuals develop higher order thinking skills 1,4,5,16,17,
by extending their thinking beyond the individu- 18,25

al scale to integrate digital networks and tools in

response to broader social and economic issues.

They monitor and integrate emerging technology

XK trends and developments, structured data gath-
ering for the identification of new and emerging
skills technological products/services identifying the

potential value add to the business, and in do-
ing so, become better equipped to manage and
complete projects that address such issues and to
develop a business strategy for sustainability and
profitability.

Individuals exhibit professionalism and self-  1,2,4,16,17,18
worth, curiosity, and awareness of existing aps
in their digital competencies with evolving tech-
nology and are comfortable in exploring and

Attitudes exploiting technology for self-development and
and Values further business growth.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 21: Components of Civic Use of Technology

18. Civic Use of Technology
The ability to engage in civic participation for the well-being and growth of local,
national, and global communities using technology.

Taxonomy Definition Related Existing

Frameworks*
Individuals understand the importance of commu- 1,2,4,13,18,
nity engagement and civic participation that meet 21, 23,25
the quality expectations and standards that are
aligned with the individuals’ and/or organizational

values and business objectives and the well-being

Knowledge > : o
of their local, national, and global communities.

Individuals are able to organize and rally a group  1,2,4,13,18,
online or know how to participate in an organized = 21,23, 25
online group for effecting change that they aim to
create. In doing so, they are better equipped to
engage with individuals or groups through various
digital media, to develop and review procedures,
Skills to participate in synchronous and asynchronous
discussions, to create shared values, and to posi-
tively influence their communities through appro-
priate technologies.

Individuals exhibit a belief in and respect for civic 18,21

engagement and are willing to become involved in
their communities for the betterment of their own

Attitudes organizations and/or society.

and Values

. J

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 22: Components of Commercial and Community Cyber-Risk Management

19. Commercial and Community Cyber-Risk Management
The ability to identify, mitigate, and manage commercial or community cyber-risks

online, such as organizational attempts to exploit individuals financially or through
ideological persuasion (e.g., embedded marketing, online propaganda, and
gambling).

Taxonomy

Definition

Related Existing
Frameworks*

&

Knowledge

Individuals understand different types of commer-
cial or community cyber-risks (e.g., embedded
marketing, online propaganda, and gambling),
their contextual exposure to such risks as mem-
bers of specific communities and groups, and
demonstrate depth and currency of knowledge
about legal and ethical issues related to commer-
cial and community cyber-risks.

4,8,25

Skills

Individuals become familiar with the strategies
involved in dealing with these risks. They are able
to identify and/or develop strategies and tools
(e.g., ad blockers and Web extensions) to mitigate
and manage exposure to risks and enhance qual-
ity of life. They detect and report incidents, iden-
tify affected systems and user groups, and trigger
alerts and announcements to relevant stakehold-
ers and efficient resolution of the solution. They
manage the lifecycle of problems to prevent
problems and incidents from occurring, eliminate
recurring incidents, and minimize the impact of
unavoidable incidents.

4,8,25

(3

Attitudes
and Values

Individuals exhibit caution and vigilance when
online, understand where and when strategies for
dealing with risks may be available to them, and
devise creative ways to handle and avoid the
dangers associated with these risks.

8,12

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 23: Components of Organizational Cyber Security Management

20. Organizational Cyber Security Management
The ability to recognize, plan, and implement organizational cyber security
defenses.

Taxonomy

Definition

Related Existing
Frameworks*

Knowledge

Individuals understand support architectures,
policies, practices, and procedures that enable
the organizations to manage threats, including
anti-malware software related to organization-
al data/devices/systems. They have knowledge
about proper handling, usage, and storage of an
organization’s IT assets to limit potential business
or legal risks and are able to develop and imple-
ment their own digital resiliency plans.

14,25

Skills

Individuals develop cognitive and technical skills
for improving their organization’s cyber security
systems, which impact the operation and profit-
ability of the business. They forecast and assess
existing and potential security risks, and develop
and implement intervention strategies to proac-
tively protect and optimize an organization’s IT
assets in alignment with internal policies and pro-
cesses on relevant legislation and business strat-
egies. They further enable the prompt recovery
of critical IT infrastructure and systems following
a crisis or disaster. They develop and dissemi-
nate corporate security policies, frameworks, and
guidelines to ensure that day-to-day business
operations guard or are well protected against
risks, threats, and vulnerabilities.

14,25

{3

Attitudes
and Values

Individuals value cyber security and proactively
advocate it in their organization by providing
advice and guidance on potential risks, mitigation
strategies, and best practices. This includes
development of communication strategies for
organizations and communities to ensure adop-
tion and adherence to security policies and stand-
ards that enable viable secure conditions for work
and living.

25

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 24: Components of Relationship Management

21. Relationship Management

The ability to skillfully manage one’s online relationships through cooperation,
conflict management, and persuasion.

Taxonomy

Definition

Related Existing
Frameworks*

&

Knowledge

Individuals understand and manage different
contexts of social interaction in online communi-
ties to achieve mutual consensus and outcomes.
They understand how different behavioral norms
and emotional reactions may vary depending on
the platform and context.

4,17,18,25

Skills

Individuals develop interpersonal skills that ena-
ble them to engage effectively and communicate
and negotiate with and influence stakeholders in
an intercultural online dialogue. They manage,
maintain, and grow relationships with a specific
group based on individual or organizational needs
(e.g., in-depth customer engagement, relation-
ship-building and provision of quality solutions
and service to address customer needs). They
build cooperative partnerships with inter-organ-
izational and external stakeholders and leverage
relations to meet organizational objectives. They
can also manage various expectations and needs
by building rapport, planning of actions to effec-
tively communicate with, and negotiating with
and influencing stakeholders.

17,18, 21,25

(3

Attitudes
and Values

Individuals exhibit self-motivation and a commit-
ment to provide an inclusive culture that cultivates
tolerance to one another and teamwork towards
building and growing positive communities on-
line. They are committed to exceeding both inter-
nal and external stakeholders’ needs by demon-
strating diplomacy, and a willingness to identify
others’ needs first and to consider a diverse set of
opinions before making sound decisions.

17,18,21,25

©2019 DQ Institute. All Rights Reserved.

* An index of the frameworks listed in this column can be found in Appendix 1
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Taxonomy

Table 25: Components of Public and Mass Communication

Definition

Individuals understand how different online
platforms, digital environments, cultures, and
policies may aid or restrict the dissemination of
ideas and messages and how ethical and legal
underpinnings shape the spread of ideas and
messages online.

Individuals communicate their ideas and mes-
sages through digital media and technology that
are available to them (setting up a crowdfunding
initiative, participating in a social movement on-
line, or launching a digital marketing campaign).
They conceptualize digital storyboards, optimize
content delivery and their messages, develop dis-
semination strategies on and across various chan-
nels and platforms, and track audience response
and communication effectiveness. They engage
audiences in a dialogue utilizing various digital
tools including search engine optimization and/
or marketing strategies, and monitoring data an-
alytics to strategically boost engagement online.
They co-create an organization’s projected brand
and reputation by developing and implementing
branding campaigns, public relations, and reputa-
tion management strategies. They plan and con-
duct research to understand overall trends (mar-
ket, customer, and competitor) to extract useful
insights and optimization efforts.

Individuals exhibit an attitude towards collabora-
tive technology use that is ethical, purposeful, and
principled to engage in a productive discourse
with their digital communities.

©2019 DQ Institute. All Rights Reserved.

Related Existing
Frameworks*

* An index of the frameworks listed in this column can be found in Appendix 1
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Taxonomy

Table 26: Components of Data and Al Literacy

Definition

Individuals understand the theory of data analysis,
statistics, and Al-related mathematical concepts
and computer programming. They understand how
data are generated, to process data based on statis-
tical understanding, and to create and/or use Al al-
gorithms (e.g., machine learning, neural networks,
deep learning) to recognise significant patterns and
to improve decision-making processes. They un-
derstand concepts across multiple disciplines and
identify the benefits, limits, and risks brought about
through big data, Al, and related technology.

Individuals develop efficient and stable processes to
collect, store, extract, transform, load, and integrate
data atvarious stages in the data pipeline. They read,
manage, analyze, and process data from a variety of
sources, and prepare data in a structure that is easily
accessed and analyzed according to specific require-
ments. They create and build knowledge by analyz-
ing data, communicate its meaning to others with
various data visualization tools (e.g., infographics,
dynamic, illustrative, and interactive graphics), and
present patterns, trends, analytical insights from
data or new concepts in a strategic manner for the
intended audience. In turn, they communicate the
limitations of data by telling when data is being ma-
nipulated to support a limited or false narrative.

With understanding of Al, they develop, select, and
apply relevant algorithms and advanced computa-
tional methods to enable systems or software agents
to learn, improve, adapt, and produce desired out-
comes or tasks. They use it as a tool to enhance effi-
ciency in creative processes, and develop strategies
on how they utilise it in optimizing their own work
performance (e.g., predictive behavior analytics, pat-
tern recognition, and decision-making processes).

They understand how data and Al may affect one’s
perception and reasoning. Individuals are also able
to leverage Al to augment their own intelligence
while remaining aware of how human value judge-
ments play into the applications of big data and Al
in society.

Individuals are confident in pursuing innovative and
analytical careers. They are also proactive in apply-
ing their knowledge of data and Al into evaluating
whether broader systems are acting in ways aligned
with community values that promote well-being.

©2019 DQ Institute. All Rights Reserved.

Related Existing
Frameworks*

* An index of the frameworks listed in this column can be found in Appendix 1
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Table 27: Components of Participatory Rights Management

24, Participatory Rights Management

The ability to understand and exercise one’s powers and right to online
participation (e.g., their rights to personal data protection, freedom of expression,
or to be forgotten).

Related Existing

Taxonomy Definition Frameworks*

Individuals understand their rights as digital 1,18,21,24
citizens and consumers (e.g., their rights to
personal data protection, freedom of expression,
or to be forgotten), and why risks and opportuni-
ties for online participation are unevenly distrib-
Knowledge uted across social groups (e.g., due to differenc-

es in socioeconomic status, (dis)ability, physical
location).

Individuals become equipped to develop cognitive 1, 12,18,21,24
and meta-cognitive skills for synthesizing existing
legislation with their own practices to ensure that
digital rights are upheld and respected online;
they also develop complex system-level thinking
skills for upholding individual and community rights to
online participation as they monitor and improve
systems and hold contradictory ideas and ideals in
tension.

Individuals exhibit proactive thinking, grounded in 1,8,10,16,18
respect for democratic ideals, the rule of law, human
rights. They take responsibility for managing tech-
nology to promote the public good of society and the

Attitudes environment.

and Values

\. J

* An index of the frameworks listed in this column can be found in Appendix 1
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Connection with
Future-Readiness

The OECD Education 2030 Framework has iden-
tified three categories of competencies that em-
power individuals to transform their societies and
shape their futures. These three “Transformative
Competencies” are (1) creating new value, (2)
reconciling tensions and dilemmas, and (3) tak-
ing responsibility.’* These intra-connected com-
petencies connect with other future-readiness
competencies, which have been identified by oth-
er organizations. These include “trending skills”
that the WEF predicted, in their Future of Jobs
2018 Report, to be important for the workforce
by 2022. Such skills include the following: Analyt-

ical thinking and innovation, Active learning and
learning strategies, Creativity, originality and initi-
ative, Technology design and programming, Critical
thinking and analysis, Complex problem-solving,
Leadership and social influence, Emotional intelli-
gence, Reasoning, problem-solving and ideation,
and Systems analysis and evaluation.

This section provides examples of how each of the
24 DQ competencies can help develop the “trending
skills” identified in the WEF Future of Jobs 2018 Re-
port and, in turn, how they can enhance the OECD’s
Transformative Competencies.

Table 28: Relationship between DQ Competencies and Future-Readiness

K WORLD
ECONOMIC
‘» OECD FQRUM Digital Citizenship
Transformative Future z s | £
Competencies Workforce Sle |2 |% |2 ]e
Competencies IR A

Analytical Thinking
and Innovation

4 Active Learning and
Learning Strategies

Creativity, Originality,
Creating and Initiative

New Value

Technology Design
and Programming

Systems Analysis and
Evaluation

Complex Problem

W

. Solving
Reconciling -
Tensions & Dilemmas | Emotional
Intelligence

Critical Thinking and
Analysis

Leadership and Social
Influence

Reasoning, Problem-

Taking Solving and Ideation

KResponsibility

Coordination and
Time Management*

Media and Information

Digital Intelligence (DQ) Competencies

Digital Creativity

Digital Competitiveness

®
&
3

Rights Managemew

Digital Changemaker

Civic Use of Technology
tional Cyber
Management

Computational Literacy
Ident

Privacy Management
Self-Awareness and
Online Communication
and Coliabor.

Content Cyber-Risk
Management

Digital Co-Creator
Management
Intellectual Prope:

Ident
Network Security

Management
Relationship
Management
Data and Al Li

*Note: Top 10 Skills in-demand as of 2018, as listed in WEF’s Future of Jobs 2018 Report

First-Order Transformative
Competencies and Future-Ready
Skills Developed

Second-Order Transformative
Competencies and Future-Ready
Skills Developed
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4 Creating New Value

Analytical thinking and innovation

As is clear from the Digital Literacy competencies
outlined above, individuals who develop and prac-
tice the knowledge, skills, attitudes, and values of
Media and Information Literacy, Content Creation
and Computational Literacy, and Data and Finan-
cial Literacy will be attentive to and critical of data,
information, content, and technology production
and actively craft new and innovative approaches.

Active learning and learning strategies

Active learning is embedded in competencies iden-
tified as Digital Identity, including the ability to
learn while recognizing oneself as a life-long learn-
er. For example, as individuals come to be identi-
fied as “Digital Changemakers,” curiosity about
emerging trends within technological environ-
ments will drive awareness of existing gaps in their
digital competencies and motivate efforts toward
self-improvement. Moreover, individuals who iden-
tify as Digital Co-Creators will be able to develop ef-
ficient learning strategies, display an awareness of
common and relevant technologies, and decide on
which might best serve their purposes and needs.

Creativity, originality, and initiative

The concepts of creativity and originality have
been tightly interwoven within conceptualizations
of Digital Intelligence through its second level,
Digital Creativity. This second level of DQ is guid-
ed by the principle of using digital technologies
to resolve global challenges to achieve individual
and societal well-being. Individuals who are fluent
in these competencies, for example, consciously
practice and develop originality of thought and a
willingness to address larger community and soci-
etal challenges.

Technology design and programming

As described in the Content Creation and Com-
putational Literacy and Intellectual Property
Rights Management sections, individuals be-
come equipped with the skills to design, develop,
and adapt knowledge, content, and technology,
and with characteristics, such as active learning,
through their willingness to engage with evolving
and advancing digital technologies.

—

~ -
e
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Reconciling Tensions
\ﬁ ( and Dilemmas

Complex Problem Solving

As “Digital Citizens”, individuals become better
able to understand the nuances of key debates,
such as issues around data privacy, surveillance,
and fake news. By understanding how technology
shapes and is shaped by a wide array of factors,
individuals will develop complex problem-solv-
ing skills, extending their thinking and integrating
digital networks and tools to develop solutions to
address socioeconomic issues.

Systems analysis and evaluation

The capacity for systems analysis and evaluation
has similarly been imbued in the third level of DQ,
Digital Competitiveness. Guided by the principles
of innovation for the improvement of humanity,
individuals fluent in these eight areas will be able
to apply their critical thinking skills to understand
the complexity of systems, such as how technol-
ogy can contribute to the levelling of inequality.
In developing these macro-level perspectives, in-
dividuals can come to understand how complex
systems and institutions work together in the cre-
ation and maintenance of our digital landscapes.

Emotional intelligence

Digital Emotional Intelligence forms one of the
eight areas of Digital Intelligence. For individuals
familiar with the competencies of Digital Empa-
thy, Self-Awareness and Management, and Re-
lationship Management, the building and devel-
opment of one’s socio-emotional capacities and
ability to think reflexively undergirds all of their
experiences.

45
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Taking Responsibility

Critical thinking and analysis

The development of one’s capacity for critical
thinking is a core ability underlying “Digital Citi-
zenship.” Equipped with skills in Media and Infor-
mation Literacy that are crucial for an age of infor-
mation cascades, individuals develop their critical
and analytical thinking to articulate information
and content needs while simultaneously being
cognizant of the dangers of disinformation and
misinformation. Developed and honed through the
first level of digital intelligence as part of “digital
citizenship,” this capacity to discern enables indi-
viduals to independently manage their safety and
security needs online.

Leadership and social influence

Captured in the very first competency—Digital
Identity—digital citizens are co-creators of technol-
ogy, entrepreneurs, and changemakers; they not
only understand their own participation online,
but they are also familiar with the inherently social
and interconnected nature of the Internet. Expand-
ed upon in the competencies identified under Digi-
tal Communication, this knowledge of the Internet
empowers digital citizens with practical skills, such
as understanding which methods are most effec-
tive for communication, and with socio-emotional

T9 DU Tnstitute. At R
g

—

and leadership skills developed through active col-
laboration to achieve specified goals.

Reasoning, problem solving and ideation

As Digital Co-Creators, individuals seamlessly but
intentionally integrate digital technologies into
their everyday lives. With this intention, they will
be able to build higher-order thinking and reason-
ing skills that aid in their capacity to explore their
identity both online and offline, to understand
their contributions in a wider perspective, and to
connect with others.

Coordination and time management

Active collaboration—identified and highlighted
as Online Communication and Collaboration—not
only enables individuals to develop key leadership
skills but also skills in project coordination and
management. Starting with screen time manage-
ment, identified in the Balanced Use of Technolo-
gy section, such productivity skills are enhanced
by one’s identification as a Digital Changemaker,
where the development of project management
skills, such as time management and resource del-
egation, thoroughly aids in the conceptualization
and follow-through of group-based projects.

REserved
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Contribution to
Well-Being, Sustainable
Development Goals,
and Human Rights

The ultimate goal of the DQ Framework is to guide
digital practices towards achieving individual and
societal well-being across all aspects of one’s life.

The OECD’s Better Life Initiative identified the
following 11 areas of well-being (Figure 8): income,
wealth, jobs, earnings, housing, quality of life, in-
cluding health, civic engagement, social connec-
tions, education, security, life satisfaction, and the
environment. These 11 areas of well-being, in turn,
contribute to achieving the 17 UN Sustainable De-
velopment Goals (UN SDGs)(Figure 9).

The UN SDGs focus on 17 societal dimensions, in-
cluding ending poverty and promoting prosperity,
well-being, and protection of the planet.

With the goal of advancing the UN SDGs, we adopt-
ed the OECD’s 11 indicators of well-being as a guide
for pinpointing areas where interventions can be
made to equip individuals with digital intelligence.

Figure 8: 11 OECD Well-Being Indicators.

Community Jobs

Education 0 £>) Income

Environment O

Civic Work-Life
Engagement Balance

Health o : 9 Safety

Life Satisfaction

Source: OECD Better Life Initiative.
http://www.oecd.org/statistics/better-life-initiative.htm

Figure 9: 17 U.N. Sustainable Development Goals
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Source: Sustainable Development Goals, United Nations.
https://www.un.org/sustainabledevelopment/sustainable-development-goals/
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Table 29: Relationship between the DQ competencies, the OECD Well-Being Indicators and UN SDGs

0» OECD Digital Intelligence (DQ)

. . % SUSTAINABLE ¢ ™
Well-Being Indicators Competencies @ DEVELOPMENT 'qn‘ALS

/

~

1 NO
POVERTY

il

Ending poverty around the world through the use and

application of technology with digital intelligence.
e

Income Ending hunger, achieving food security and improved PR
nutrition, and promoting sustainable agriculture (({§
through the use of technology with digital intelligence. W

N/
AN

GOOD HEALTH
AND WELL-BEING

Ensuring healthy living and promoting well-being in
0 one’s use of technology with digital intelligence. —/\/\/\'
Health Achieving gender equality by empowering all women QALY
and girls to confidently and competently use technology
and digital intelligence.

N/

O

AN

Ensuring inclusive and equal-quality digital intelligence 4 S

education and promoting lifelong learning opportunities \!ﬂl

Education that adapt to an everchanging digital landscape.

N/
AN

I
o
c
v,
=
(0]

Promoting technological innovations through digital ADSATHTON

intelligence to address and ensure the availability of
sustainable water and sanitation management for all.

N/
AN

Using technology with digital intelligence to ensure
access to affordable, reliable, and sustainable energy for
all.

Environment

/ DECENT WORK AND

AN

Contributing to sustained, inclusive, and sustainable ECONOMIC GROWTH
economic growth, full and productive employment, /\/'
and decent work by digital skilling for all. ‘I'

Building resilient digital infrastructure, and promoting
inclusive and sustainable industrialization and innova-
tion by fostering cyber security and safety skills among &
citizens through digital intelligence.

ANDINFRASTRUCTURE

—
o
o
w0

N
/

AN

o Reducing inequality within and among countries by sup- 10 fe
porting initiatives that address digital divides in access, -
skills, and infrastructure, and by providing affirmative (=)
Life Satisfaction action for those already vulnerable communities. N )
/ @ Ensuring sustainable consumption and production 12 semsnie \
patterns by using technology with digital intelligence ANDPRODUGTION
to bring about equitable, just, and sustainable global m
Civic Engagement supply chains.
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Environment

Applying digital intelligence to make cities and human
settlements safer, more inclusive, and more resilient
through the use of clean and sustainable technology.

11 ocaanies:

ale

Guiding one’s use of technology with digital intelligence
to take urgent action to combat climate change and its
impacts.

13 fonoi

Using technology with digital intelligence to conserve
and sustainably use oceans, seas, and marine resources
for sustainable development.

1 4 :!I[FLEOW WATER

Using technology with digital intelligence to protect,
restore, and promote the sustainable use of terrestri-
al ecosystems, sustainably manage forests, combat
desertification, and halt and reverse land degradation
and biodiversity loss.

™

N/

o

Safety

Promoting peaceful and inclusive societies for
sustainable development, providing access to justice
for all, and building effective, accountable, and
inclusive institutions at all levels by empowering
communities with digital intelligence to mitigate
evolving cyber-risks and threats.

AN

16 PEACE, JUSTICE
ANDSTRONG
INSTITUTIONS
w2

Y,

\_
/

O

Communit
\ y

Strengthening technology by implementing digital
intelligence and revitalizing global partnerships for
sustainable development.

AN

1 PARTNERSHIPS
FORTHEGOALS

&
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ypment Imp:

DQ as Global'Standards
for Digital Literacy,
Skills, and Readiness

Coalition for
Digital Intelligence (CDI)

The Coalition for Digital Intelligence (CDI) is a
cross-sector cooperative network of organizations
from around the world that aims to improve glob-
al digital intelligence by coordinating efforts across
educational and technology communities through
multi-stakeholder collaborations. It was formed by
the Organization for Economic Cooperation and De-
velopment (OECD), the IEEE Standards Association,
and the DQ Institute in association with World Eco-
nomic Forum and launched on September 26, 2018.

The Coalition aims to set a global framework for
digital intelligence, which includes a common set of
definitions, language, and understanding of com-
prehensive digital literacy, skills, and readiness that
can be adopted by all stakeholders worldwide, in-
cluding national governments, educators, technol-
ogy companies, and service providers.

A common framework endorsed by key institutions
and standard-setting bodies would be highly bene-
ficial for all stakeholders, in both educational and
technology communities, by enabling stakeholders
to work synergistically rather than discretely to ad-
dress similar sets of problems and by allowing the
coordination of efforts both within and across sec-
tors.

Figure 10: The Coalition for Digital Intelligence brings
together organizations from across sectors to enhance
Digital Literacy and Skills.

Common
Framework
DQlnstitute
Building on the OECD

E2030 Learning
Framework

Establish
Global Tech
Standard

@//OECD

Monitoring
and Reporting

Industry Perspective: IEEE’s
Standardization of DQ as Industry
Standards for Digital Skills

As a key stakeholder and standards developer in the
technology community, the IEEE recognized that
the need to foster digital competencies and improve
societal well-being, had yet to be ingrained within
the industry as a whole. While it was not initially
sure whether such goals would be achieved through
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technological development or through existing
public product skills training, IEEE saw that the
development of a comprehensive digital competen-
cy standard, in addition to technical product guides,
was necessary.

Alongside these concerns was the observation that
various organizations and entities were already ad-
dressing digital upskilling, either by creating their
own frameworks or by leveraging other frame-
works. Nevertheless, by and large, these frame-
works lacked a common set of indicators for more
comprehensively and collectively understanding
the existing challenges that digital skill-promoting
efforts face. Acommon language was seen to be cru-
cial to ensure that digital literacy and competency
efforts are coordinated globally and moving in the
right direction.

The IEEE’s participation in the CDI thus grew out of
efforts to address these needs. In December 2017,
the IEEE Digital Literacy Industry Connections
Group conducted a literature review of over 100 dif-
ferent literacy and skill-building resources to devel-
op a set of collectively shared definitions of digital
competencies. From this in-depth review, IEEE rec-
ognized the comprehensive and adaptive nature of
the DQ Framework, noting the breadth and depth of
the Digital Intelligence umbrella. IEEE then decided
to institutionalize the DQ Framework as a global
standard in digital skill development and is taking
additional steps to support the DQ Framework and
its adoption by industry leaders, governments, and
civil society organizations.

“The development of Digital Intelligence is not ad hoc.
It should be a paradigm with a focus on technical excel-
lence and deployment though collaboration of many
forms around the world. We see the opportunity to en-
able the build of Digital Intelligence into product and
software design from the onset through the use of glob-
al standards that include agreed upon common defini-
tions and take into account various contexts. It will also
enable improved practices and processes towards the
development of indicators and measurement.” - Melissa
Sassi, Chair of Digital Literacy & Skills Working Group:
IEEE Smart Village

Educational Perspective:
Alignment with the OECD
Education 2030 for Digital Literacy

Asimilar move to address the digital literacy gap in
public education systems has been a key priority

for national ministries. As part of efforts to identify
and foster students’ future-ready competencies, the
OECD has developed a future-learning framework,
entitled the OECD Education 2030 Framework, to
serve as a learning compass for shaping future edu-
cation paradigms and systems.

Embedded in the initiative is the recognition that
digitization is making the world more complex and
that individuals living in such a digital world must
reconcile its contradictory tendencies—for example,
the amplification of some voices and not others or
the tension between an increasingly interconnected
and knowable world and the rise of a “post-truth”
culture built on the dissemination of misinforma-
tion. Addressing these tensions requires a digital
intelligence rooted in human capabilities—a deep
understanding of the digital world to make sense of
the noise of online content.

The growing complexity of modern living calls for
a deep understanding that integrates information,
concepts, ideas, practical skills, and intuitions in a
productive synthesis for real-life applications. In a
structurally imbalanced world, reconciling diverse
perspectives and interests requires people to be-
come adept at handling tensions and dilemmas,
striking a balance between competing demands
such as equity and freedom, autonomy and commu-
nity, or innovation and continuity. People will need
to think in integrated ways that recognize those in-
terconnections, to deal with novelty, change, diver-
sity, and ambiguity. The underlying premise is the
assumption of independent thought and a willing-
ness for collaboration: the ability to reflect on one’s
ethics in light of one’s actions. Central to this reflex-
ivity is the concept of self-regulation, which neces-
sarily entails self-control, self-efficacy, responsibil-
ity, problem solving, and adaptability—all features
that make digital intelligence crucial for education
and future readiness.

“In a world where the kinds of things that are easy
to teach and test have also become easy to digitize
and automate, we need to work harder to pair the
artificial intelligence of computers with the hu-
man capabilities that will empower individuals to
fully capitalize on new technologies. This makes the
Coalition for Digital Intelligence so important and the
OECD is privileged to contribute, through its Education
2030 Learning Framework, a common language and
methodology to this work,” - Andreas Schleicher, Direc-
tor for Education and Skills, and Special Advisor on Edu-
cation Policy to the OECD Secretary-General

©2019 DQ Institute. All Rights Reserved.



Institutionalization

and Adoption of the

DQ Framework

The institutionalization and adoption of the DQ

Framework with a broad consensus will be accom-
plished by synchronous movements within the CDI.

' N\
The DQ Institute will continuously update the
DQ Framework as needed.

L

e

J
N

The IEEE Standards Association started its
A official standardization of the DQ Framework
E and will coordinate with a multi-stakeholder
coalition of companies and organizations
that will promote and implement the
|IEEE-sanctioned DQ standards.

VY4

The IEEE Standards Association will work

with key stakeholders, experts, and users to
% develop the DQ Framework as a technical

standard to support technological innovation

and design. )

The OECD will collaborate with the DQ
Institute to develop a digital literacy structure
@% using its Education 2030 Learning Framework
50y and to engage the global education communi-
ty, including governments, academic experts,
teachers, foundations, parents, and students.

T The World Economic Forum will advance

@ global coordination while promoting

S multi-stakeholder collaborations. )

The CDI will also develop a common reporting
framework for each group and hold summits to
bring various stakeholders together to share pro-
gress updates and to identify needs that each com-
munity may have in relation to one another.

These results will be looped back into the DQ Frame-
work, which will be regularly updated in response
to feedback from practitioners and ongoing techno-
logical advances.

Benefits of
Global Standards

G Common Understanding,
Structure, and Taxonomy
as a Point of Reference

The goal of institutionalizing the DQ Framework as
a global standard is the development of a common
understanding, structure, and taxonomy for digital

literacy, skills, and readiness. This institutionaliza-
tion will enable individuals, organizations, national
ministries, and technology developers to commu-
nicate effectively and systematically in formulating
essential digital competencies.

In formalizing terms such as “privacy management”
or “digital footprint management” as a DQ com-
petency, the DQ Framework aims to expand the
conversation around digital competencies so that
industry developers, curriculum developers, and
educational policymakers can collaborate, not only
with one another but also with technology practi-
tioners. In the discursive space that emerges from
such collaborations, communities will be able to ad-
dress the gap between rapidly advancing technolo-
gy and adapting timely educational policies, while
ensuring that those at the forefront of innovating
digital technology continuously anticipate the uses
and consequences of their work.

By enhancing efficiency in the framing and transmit-
ting of the DQ framework across its various stake-
holders, the coordination, practices, and distribu-
tion of digital competencies will be improved across
all corners of the globe.

e Quality Assurance of
Digital Intelligence Education,
Training, and Assessment

Coordination of digital intelligence education, train-
ing, and assessment is significant across public ed-
ucation curricula development as well as across the
educational and training programs that private or-
ganizations develop. Enhanced by its breadth and
depth, the adoption and utilization of a common DQ
Framework will provide quality assurance for initia-
tives driven by both sets of actors.

With regard to national ministries, a common frame-
work can identify and examine the extent to which
digital intelligence competencies are present in ex-
isting curricula. The results of this kind of evaluation
are crucial for national ministries to address gaps
in their curriculum and to allow for international
benchmarking that facilitates knowledge sharing of
educational best practices.

For private sector education and training programs,
implementing the DQ Framework as a key guide
for upskilling initiatives can similarly ensure that
skill-building efforts are not limited to specific top-
ics or products, and rather can be aligned with a
comprehensive set of global standards.
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Appendix 1: Existing Frameworks
Included in the DQ Framework

We identified 25 frameworks from different nations and organizations that have been created and
published, and present their own digital literacy, digital skills and/or 21st century skills frameworks.

From the public sector, a number of initiatives spearheaded by national governments have created
frameworks for developing and integrating public programs that foster digital citizenship for citizens.
Examples include the UK Council of Child Internet Safety’s (UKCCIS) Education for a Connected World,
British Columbia’s Digital Literacy Framework, while international and regional frameworks include
those created by the European Commission and The United Nations Educational, Scientific and
Cultural Organization (UNESCO). Frameworks created by not-for-profit organizations were also reviewed
as part of this paper. Key examples include the Mozilla Foundation’s Web literacy map, the International
Society for Technology in Education’s (ISTE) Standards for Students, Common Sense Media’s K-12 Digital
Citizenship Curriculum Framework, and MediaSmart’s Classroom Guide for integrating digital literacy
into pedagogical practice. Finally, we also reviewed frameworks and curricula created by private sector

organizations, such as Microsoft’s Digital Literacy curriculum.

The full list of frameworks can be found in Table 30 below.

Table 30: Frameworks reviewed while creating the DQ Framework.

Count (o] izati N Year of Source
# Country rganization ame Publication
1 Australia Australian Curriculum  The Australian 2015 hftpi//"(:"“""-a/;‘“;a“al"C‘f"‘/C'
. ulum.edu.au/technologies,
Assessment and Curriculumv8.3 digital-technologies/curric-
Reporting Authority ulum/f-10
(ACARA)
2 Canada Government of British ~ Digital Literacy 2016 https://www2.gov.bc.ca/gov/
Columbia content/education-train-
ing/k-12/teach/teach-
ing-tools/digital-literacy
3 United Common Sense Media  K-12 Digital Citizenship 2015 https://www.commonsense.
States of Curriculum Scope and org/education/scope-and-
. sequence
America Sequence
4 Europe European Commission DigComp 2.0, 2.1: 2016, https://ec.europa.eu/jrc/
Joint Research Centre  European Digital 2017 te”/d'gcomp/d'g'tal'compe'
ence-framework
Competence Frame-
work for Citizens http://publications.jrc.
ec.europa.eu/repository/bit-
stream/JRC106281/web-dig-
comp2.1pdf_(online).pdf
5 United International ISTE Standards for 2016 https://www.iste.org/stand-
States of Society for Technology Students ards/for-students
America in Education
6 Switzerland International Manual for Measuring 2014 https://www.itu.int/en/

Telecommunications
Union

IT Access and Use by
Households and
Individuals

ITU-D/Statistics/Pages/publi-
cations/manual2014.aspx
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7 United Jisc Building Digital Capa- 2017 httpi(///rGPO/Sit/ory-J'isc.

. S . ac.uk/6611/1/JFLO0O66F_DI-
Kingdom bilities: The S!x GIGAP_MOD. IND. FRAME.
Elements Defined PDF

8 UK UNICEF/LSE Global Kids Online 2018 httr/’i//globalkidson“ne-

net,

9 United Massachusetts 2016 Massachusetts 2016 http://www.doe.mass.edu/
States of Department of Digital Literacy and frameworks/dics.pdf
America Elementary and Computer Science

Secondary Education  (DLCS)
10 Canada MediaSmarts Classroom Guide— 2018 httPS/://n:jediasmar/thicaf
. .. sites/mediasmarts/files
Ir)tegratlpg Digital guides/classroom_guide_
Literacy into your digital_literacy.pdf
Classroom Practice
11 United Microsoft Digital Literacy 2014 https://www.microsoft.com/
States of Standard Curriculum en-gb/digitalliteracy/curricu-
. . lum4.aspx
America Version 4
12 Singapore  Ministry of Education  Cyber Wellness 101 2018 h(tjtpS:/jictﬁonneclrion.ryoe
. edu.sg/cyber-wellness/cy-
(Slngapore) ber-wellness-101

13 United Mozilla Web Literacy 2016 https://learning.mozilla.org/
States of en-US/web-literacy
America

14 United National Institute of Framework for 2018 https://nvipubs.nist.gov/
States of Standards and Improving Critical gg\f\fﬁgjigimﬁﬁt
America Technology Infrastructure

Cybersecurity
15 Netherlands International International 2013 https://www.acer.org/files/
Association for the Computer and ICILS_2013_Framework.pdf
Evaluation of Information Literacy
Educational Study
Achievement (IEA)

16 United North Central enGauge 21st Century 2003 http://www.cwasd.k12.wi.us/
States of Regional Educational  Skills: Literacy in the highschl/newsfile1062_1.pdf
America Laboratory & Metiri Digital Age

Group

17 United Battelle for Kids Frameworks and 2019 http://www.battelleforkids.
States of Partnership for 21st Resources %rfr/l?setr‘évgrfc/gfl/ frame-
America Century Learning

18 Europe European Commis- EntreComp: The 2016 http://public;;\tions.jrc. ’

. . . ec.europa.eu/repository,
sion Joint Research Entrepreneurship bitstream,JRC101581,If-
Centre Competence na27939%enn.pdf

Framework.

19 United The Open University Digital and Information 2012 https://www.open.ac.uk/

Kingdom Literacy Framework libraryservices/pages/dilf

ramework/index
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20 United The UK Council for Education fora 2018 https://assets.publishing.
Kingdom Child Internet Safety ~ Connected World: a service.gov.uk/government/
. uploads/system/uploads/at-
(UKCCIS) framework to equip tachment_data/file/683895/
children and young Education_for_a_connect-
people for digital life ed_world_PDF.PDF

21 France The United Nations Global Media and 2013 http://unesdoc.
Educational, Information Literacy Z:/e()s()c2<)2.(/)5£g)él2ri112/g£24655e o
Scientific and Assessment Frame- '
Cultural Organization ~ work: Country
(UNESCO) Readiness and

Competencies

22 Brussels ThinkYoung Digital Resilience 2015 https://www.thinkyoung.eu/

digitalcitizenship

23 France OECD OECD Skills Study, 2016 h&?ﬁié/‘mwﬂecdorg/

OECD Programme skitis/sils-matter-
9789264258051-en.htm

for the International

Assessment of Adult

Competencies (PIAAC).

24 Bangkok The United Nations Digital Citizenship 2018 https://bangkok.unesco.
Educational, Scientific Competency Frame- E;ge/ ;‘;’Lterzzé Sj:\:gfsz'se_ict
and Cultural work, Digital Kids Asia
Organization Pacific
(UNESCO)

25 Singapore  SkillsFuture Skills Framework for 2019 http://www.skillsfuture.sg/

Infocomm Technology

skills-framework/ict#whoisit-
for
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The DQ Institute

DQ Institute (DQI) is an international think-tank that is
dedicated to setting global standards for digital intelli-
gence education, outreach, and policies. Working to-
gether with international agencies and local partners,
DQI builds multi-stakeholder coalitions that advance its
mission and help people worldwide. DQI’s award-win-
ning educational programs include the #DQEveryChild
initiative, which seeks to empower 1 billion children with
digital intelligence education.

For more information please visit:
https://www.dginstitute.org/

The Coalition for Digital Intelligence

The Coalition for Digital Intelligence (CDI) is a cooper-
ative network of organizations from around the world
that aims to improve global digital intelligence by coor-
dinating efforts across the educational and technology
communities through multi-stakeholder collaborations.
The IEEE Standards Association, the DQ Institute, and
the Organisation for Economic Cooperation and Devel-
opment (OECD) work together with the World Economic
Forum with the aims of setting a global framework for
digital intelligence which includes a common set of defi-
nitions, language, and understanding of comprehensive
digital literacy and skills that can be adopted by nations
worldwide.

For more information please visit:
https://www.coalitionfordigitalintelligence.org/

DQInstitute

Leading Digital Education, Culture, and Innovation
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